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Addressees of this document 

This document is addressed to the BD2Decide Consortium. It is intended to guide BD2Decide 

investigators conducting BD2Decide study, including audits and related activities. 

It describes the actions in place to meet ethics requirements in BD2Decide. 

The document is delivered to the European Commission as defined in DoA. 
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EXECUTIVE SUMMARY  

BD2Decide Ethics framework has set rules to manage personal data, diagnostic images and biologic 

samples of the BD2Decide clinical study subjects. These rules have informed the actions 

implemented by the Consortium to guarantee that the privacy, dignity and health of patients 

participating to the clinical study are safeguarded. These actions address the following aspects: 

1) Ensure health of patients: the BD2Decide study is an observational study and as such no 

modifications to the best practices in head and neck cancer diagnosis and treatment are nor 

will be performed. The Ethics Committees of all participating hospitals have approved the 

BD2Decide study protocol. Copies of the approval documents have been collected by the 

Coordinator.  

2) Achieve informed consent by patients: all BD2Decide patients have provided and signed / 

will be asked to sign an informed consent form. The PIs of each participating hospital are 

bound to present and describe in details the clinical study to the patient before acquiring 

their informed consent. The consent may be withdrawn anytime. 

3) Acquire consent for retrospective patients. For the hospitals in Germany (UDUS and 

subcontractor ULM) and in The Netherlands a general informed consent is provided and 

signed by patients: this consent has been acquired and is available at the Coordinators' 

premises as well. In Italy INT and AOP have obtained informed consent for all retrospective 

patients still alive and who could be reached, as foreseen by Italian regulations concerning 

clinical studies.  

4) Manage patient consent: the PIs of participating hospitals have set a procedure, according to 

the protocol approved by Ethics Committees, to deal with patient's withdrawal. A Data 

Transfer Agreement (DTA) and a Materials Transfer Agreement (MTA) are currently being 

signed by Consortium partners which regulate the destruction of all data and biologic 

specimens of patients withdrawing from BD2Decide before the end of the study. 

5) Guarantee privacy: non-disclosure of patients' identity is managed  

a. patients' data and diagnostic images are encoded before being shared outside the 

hospital in charge of patients' care; 

b. all information (e.g. place of birth, address, phone etc.) that might disclose the patient's 

identity is not used by BD2Decide; 

c. ethnicity, religion, sexual habits or other potentially discriminating factors are removed 

from the shared patients' data; 

d. diagnostic images are pseudonymized before being processed by the Image Analysis 

Tools developed by Fraunhofer; 

e. RNAseq will not include either germline whole genome or germline whole exome DNA 

sequencing, thus, we will not recover any data about SNPs or INDELs able to identify 

patients. BAM files will be processed by INT in a separated server and only gene 

expression processed data that do not contain any data on nucleotide sequencing (raw 

data) will be shared. BAM files will be manually (not via network channels) transferred 
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to the owing hospital and then deleted from INT server immediately after the generation 

of raw data files; 

6) manage patients' data and biological materials sharing: the DTA and the MTA (see except in 

annex) between BD2Decide partners regulate the management of shared 

pseudonymized/encoded data and biologic specimens, that will be destroyed in case of 

patient's withdrawal and at the end of the BD2Decide project; 

7) ensure data integrity, security and recovery: data encryption, backup procedures have been 

set by the Consortium; 

8)  ensure data consistency: verification vs. original patients' health records is guaranteed by 

the PIs of each participating hospital, who signs and approves the data stored into 

BD2Decide repositories; 

9) disclosure of incidental findings to patients: each PI will manage incidental findings 

according to the ethical rules of the relevant hospital; in general terms, as described in 

section 5 of the DoA, incidental findings having consequences on patient's health will be 

communicated to the patient by the relevant PI. 

 

ABOUT THIS DOCUMENT 

This document describes the actions applied to the BD2Decide project to guarantee compliance to 

all Ethics aspects concerned with the project execution and the management of the clinical study, 

It contains: 

¶ A summary of the application scope. 

¶ The definition of the Ethics Framework for the project. 

¶ The details of all ethics aspects addressed and the implemented monitoring activities. 

¶ The main roles (persons, organizations and bodies) that overview on ethics. 

¶ The description of the mechanisms applied to ensure ethics management. 

¶ The description of the mechanisms to ensure effective management in case of breach of 

ethics. 

Appendixes provide the following reference material: 

¶ Ethics approvals by Ethics Committees of participating centres. 

¶ Templates of the Informed Consent forms signed by patients enrolled for the BD2Decide 

clinical study. 

¶ References to important documents. 
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1 PRINCIPLES AND OBJECTIVES 

1.1 SCOPE  

Ethics aspects in BD2Decide relate to the execution of the clinical study and to the assessment of 

clinical impacts as defined in the Technical Annex I - DoA, section 5 Ethics. 

The main ethical aspects addressed and monitored throughout the project concern the following: 

1. Comply with all Human Rights during the project execution, for patients and for 

BD2DecideConsortium members. 

2. Ensure the best and most appropriate treatment to patients involved in BD2Decide clinical 

study, in order to preserve and enhance their health as much as possible, in compliance with 

best clinical practice. 

3. Guarantee patients' right to privacy, ethical management of their data and biologic 

specimen, in conformity with EU and national laws and regulations and in compliance to the 

informed consent signed by each patient entering the study. 

4. Prevent undue disclosure of data to un-authorized persons. 

5. Guarantee data security and recovery. 

6. Regulate access, use and disposal of personal data and biological samples used for the 

clinical study execution. 

7. Ensure non-disclosure of individual patient's information in publications and in any 

dissemination actions performed in the frame of the project. 

8. Regulate the extraction and management of genomic and radiomics data extracted from 

biologic specimen and diagnostic images respectively, in order to prevent the identification 

of individuals; set rules for data coding and pseudonymization. 

9. Set rules that guarantee all the above mentioned points 1 to 8 after the end of the project. 

10. Guarantee that no discriminations are applied concerning, gender. ethnicity, religion or any 

other condition except the health conditions required to enter the clinical study (see Clinical 

Study protocol approved by Ethics Committee) to both patients and BD2Decide Consortium 

staff. 

11. Ensure that the clinical study protocol - and its modification should any occur during the 

study execution - are approved by Ethics Committees of all participating clinics. 

12. Verify that the clinical study is published on clinical trials registry. 

All these actions have been addressed by the Ethics Manager and by all Consortium members and 

are detailed in this document. 

The legal basis for our Ethics framework is detailed in the Technical Annex I - DoA, section 5 

"Ethics" and in deliverables D10.1, D10.2, D10.3 , Quality Management procedures established in 

D1.1 and Material and Data Transfer Agreements under signature by BD2Decide Consortium. 
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1.2 THE ETHICS CONTEXT OF BD2DECIDE  

BD2Decide is an observational study, i.e. manages patients enrolled retrospectively and 

prospectively, and data obtained without any additional therapy or monitoring procedure. As such 

BD2Decide study is relatively low-risk for two reasons: the investigators observe and analyze 

information about the health (and disease outcome) of the patients, but do not alter the care or 

treatment administered and secondly there is a minimum potential for conflict between the 

investigator role and the clinician role.  

Universal principles, such as the Helsinki Declaration and the general privacy and patient's health 

preservation regulations apply. Ethics approval to the detailed study protocol is prerequisite to the 

start of the study.  

However, the modalities of the application of ethics regulations vary from one country to another. 

To avoid potential problems for the conduct of BD2Decide multi-centric international study, as well 

as for the publication of results as the authors and editors come from countries governed by 

different regulations, an Ethics framework and specific agreements have been established between 

BD2Decide Consortium partners. 

The BD2Decide Ethics is inspired by the recommendations (Twelve Golden Rules for Ethical 

Research Conduct) published by the European Commission
2
: "Ethics for Researchers".  

Besides the approval by Ethics Committees of all participating hospitals, we have ensured the 

following ethics principles: 

¶ Respect for patients: conform to patients will and autonomy in decision to participate 

through informed consent. 

¶ Justice: avoid imposing on particular groups an unfair burden of participation in research, fair 

inclusion and exclusion conditions for participants, no discrimination in the selection and 

recruitment of participants. 

¶ Beneficence and non-maleficence: BD2Decide study does not modify the best clinical 

practices for Head and Neck cancer patients treatment, but increases the clinicians' 

knowledge and insight on patient's individual disease presentation. 

¶ Integrity:  PIs engaged in the advancement of knowledge expected from BD2Decide are 

bound to conduct honest and thoughtful inquiry and rigorous analysis, and are accountable 

for their activities. 

¶ Diversity: PIs must take into consideration the needs, values, and beliefs of each individual 

patient. In this sense we have designed the informed consent and envisaged the Patients co-

decision aid. 

¶ Conflict of interest: no conflict of interest exist as BD2Decide is not industry sponsored 

and is an observational study. 

 

                                                 
2
 See: http://ec.europa.eu/research/participants/data/ref/fp7/89888/ethics-for-researchers_en.pdf 
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2 ETHICS AND CLINICAL STUDY 

BD2Decide foresees a clinical study involving humans, biologic materials, diagnostic images with a 

critical privacy aspect (CT and MRI scans of the patients' head) and patients' sensitive data. It is 

important to mention that during the BD2Decide study, the patient´s course of illness is not altered 

by the study. Materials, imaging and clinical data are collected after (for retrospective cases) or 

during (for prospective cases) the normal patient´s courses and treatments. Thus ethical aspects 

have been addressed in depth both in the DoA part B section 5 and in the clinical protocol D7.1.  

Regarding Ethical aspects, the Coordinator is responsible to ensure that all participating hospitals 

fulfill the National and European regulations regarding safety, security, privacy and all aspects 

concerning the management of the biological specimen and patients data collected during the 

project. For this scope the Coordinator has requested that all participating hospitals provide the 

approval of BD2Decide study by their reference Ethical Committees. Copies of the approvals 

documents are maintained by the Coordinator.  

Ethical Committees established in each clinical centre have approved the clinical study protocols 

(for prospective study and for retrospective study) and the relevant ethics framework and quality 

assurance guidelines have been set as part of the protocol.  

Investigators conducting, or involved in conducting, observational studies are responsible for 

ensuring these studies meet ethical standards. When there is more than one investigator, the 

principal investigators (dr. Lisa Licitra and dr. Tito Poli) have the overall responsibility for the 

ethics of the activity. An Ethics Manager (Dr. Kathrin Scheckenbach, UDUS) has been appointed to 

support the PIs.. 

The greater the risk of harm from an observational study, the greater the care that is required in 

assessing and addressing the ethical issues raised. 

Failure to satisfy an ethics requirement is an extremely serious non-conformity that can stop the 

clinical study execution and consequently invalidate or jeopardize the project execution and results. 

Therefore, it should be immediately addressed through adequate corrective and preventive actions 

and should also be monitored as part of risk management.  

 

2.1 GENERAL FRAMEWORK 

As already described in BD2Decide DoA section 5, the general foundations of our Ethical Policy is 

the Charter of Fundamental Rights of the European Union (in particular art. 35 stating the right to 

medical treatment and preventive healthcare). The Consortium will manage ethical aspects 

according to the following rules and principles. 

¶ The Directive 95/46/EC on the protection of individuals with regard to the processing of 

personal data and the relevant national derivative regulations; 

¶ The Declaration of Helsinki - Ethical Principles for Medical Research Involving Human 

Subjects (art I.3 and I.4 related to the careful assessment of risks to the subject), and all 
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articles of section III. Non-therapeutic clinical research, related to the obligation for 

patientsô informed consent and right to withdraw as well as to the safeguard of patientôs 

dignity and personal integrity. 

¶ The Data Protection Act (1988) and Data Protection Amendment (2003), Directive 

2002/58/EC on Privacy and Electronic Communications (amending Directive 97/66/EC), 

regulating personal information protection across the telecommunications sector; 

¶ The Additional Protocol to the Convention on Human Rights and Biomedicine, concerning 

Biomedical Research (CETS No. 195, 2005), reaffirming the fundamental principle for 

research involving human beings: free, informed, express, specific, and documented consent 

of the person(s) participating.  

2.1.1 Collection and management of biologic samples  

For the BD2Decide study materials and samples are used that are routinely collected and processed 

during patient´s treatment. Thus ethical and legal frameworks for this aspect are already in place in 

all participating hospitals, as required by National and EU regulations. 

¶ The Universal Declaration on the Human Genome and Human Rights, UNESCO Gen. Conf. 

Res. 29 C/Res.16, reprinted in Records of the General Conference, UNESCO, 29th Sess., 29 

C/Resolution 19, at 41 (1997) (adopted by the UN General Assembly, G.A. res. 152, U.N. 

GAOR, 53rd Sess., U.N. Doc. A/RES/53/152 (1999), especially art. 5, 7 and 9 regarding 

informed consent, protection and confidentiality of genetic data. 

¶ The Opinion of the European Group of Ethics in science and new technologies to the E.C. 

Ethical aspects of human tissue banking providing definitions for human tissues and of 

tissues management procedures and guidance regarding tissues donation information and 

consent. 

¶ The principles of Protection of the human genome by the Council of Europe (Doc.  9002 - 

March 2001), stating the protection and respect of the human genome and its basic 

component, in order to prevent unethical and unlawful utilization for profitable reasons. 

¶ The Recommendations of the European Society of Human Genetics regarding Data storage 

and DNA banking for biomedical research, which addresses technical, social and ethical 

issues, guidance regarding the usage of already stored anonymous biological samples, 

obligation to anonymization and data protection and informed consent. The 

recommendations also set provisions regarding the management, control and security issues 

related to biologic samples preservation, with special regard to confidentiality. 

¶ The 2009 OECD Guidelines on Human Biobanks and Genetic Research Databases 

providing guidance for the establishment, governance, management, operation, access, use 

and discontinuation of human bio-banks and genetic research databases. 

¶ The Recommendation Rec(2006)4 of the Committee of Ministers to member states on 

research on biological materials of human origin, which sets obligations regarding the 

collection, consent to usage and withdrawal option, obligations for identifiable biologic 



 HORIZON 2020  H2020-PHC30-2015-689715 - BD2Decide Dissemination Level: PU 

D1.2 Ethics report 14 30.12.2016 

PROPRIETARY OF BD2Decide CONSORTIUM  Version 4 

materials, to secure confidentiality, privacy, independent decision and safeguard of 

individuals whose biologic materials are retained for research purposes. 

¶ The ICH guideline E18 on genomic sampling and management of genomic data issued by 

the European Medicines Agency. 

 

2.2 BD2DECIDE CLINICAL STUDY CONTEXT  

The BD2Decide study foresees the collection of retrospective and prospective patients' data and the 

data extraction from diagnostic images and from genomic and pathology tests on patients biological 

samples. The objective of the clinical study is to collect existing prognostic models for Head and 

Neck Cancer, collect multiscale patients' data, analyze them using models and Big Data analysis 

techniques, and identify prognostic signatures and refined models that can foresee - at the time of 

diagnosis - the probable disease outcome for each patient and stratify patients by probability of 

survival (Figure 2-1). 

 

Figure 2-1. Scheme of BD2Decide clinical study 

The BD2Decide clinical study is multicentric across 5 EU Countries: Italy, Germany, The 

Netherlands (AOP, INT, UDUS, VUmc, MAASTRO, Consortium partners; ULM subcontractor), 

Poland and Portugal (INT subcontractors). All the hospitals have shared a common study protocol 

and will provide data and biologic specimens. Technology partners (UPM, ATC. AII, Fraunhofer, 
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VUmc statisticians, MAASTRO radiomics scientists) will access pseudonymized data and analyze 

them.  

The study relies on two patients' cohorts: 

1. retrospective cohort: patients enrolled between year 2008 and 2014, whose data are used to 

re-calibrate the prognostic models and to train and test the Big Data analysis algorithms; 

2. prospective cohort: patients enrolled starting 01/01/2015, whose data are used to validate the 

prognostic models and the Big Data analysis algorithms.  

In the frame of this main study, BD2Decide partners are responsible of the following activities: 

1. collect patients' data from usual routine in a e-CRF dataset (retrospective data) and in an 

electronic health record system (prospective patients): all participating hospitals, 

2. collect patients' diagnostic images (CT and MRI scans) for features extraction (anatomic and 

radiomic): all participating hospitals, 

3. collect patients biological samples (biopsies, tumor specimens from surgery) and analyze 

them for pathological and genomic biomarkers: all participating hospitals, 

4. share these data among Consortium partners, after pseudonymization, for data analysis: all 

participating hospitals under MTA and DTA, 

5. perform anatomic image features extraction: participating hospitals by means of Fraunhofer 

image analysis software, 

6. perform radiomics signatures extraction from CT scans: MAASTRO researchers using 

Oncoradiomics software, 

7. perform radiomics signatures extraction from MRI and DWI-MRI scans: POLIMI 

researchers using BD2Decide radiomics software, 

8. perform RNAsequencing for gene signatures extraction and HPV status assessment: INT, 

9. store and manage data collected in e-CRF: ATC using OpenClinica tool; 

10. store and manage patients' data, including BAM files from RNAsequencing, imaging and 

radiomics data: each participating hospital, 

11. manage all patients' data for analysis: AII on a shared repository for Big Data analysis and 

models execution. 

We have therefore considered the following ethical aspects: 

1. Informed consent. 

2. Data protection and privacy for:  

a. clinical data routinely collected,  

b. diagnostic images and related features extracted by BD2Decide tools (image analysis 

and radiomics),  

c. genomic data extracted by INT through RNA sequencing techniques. 

3. Approval by Ethics Committees. 

4. Management of data and biologic specimens during the project (MTA, DTA) and after the 

end of the project. 
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5. Maintenance of data used for publications. 

The BD2Decide clinical study has been registered by the Coordinator (Ref.: 

https://clinicaltrials.gov/show/NCT02832102), in compliance with clinical trials standards and to 

ensure future publications in high-impact journals. 

 

2.3 STUDY PARTICIPANTS INCLUSION 

The clinical study protocol sets the criteria for retrospective and prospective patients' enrolment. 

We have designed the clinical study in adherence with the principles outlined in section 1.2, in 

particular considering gender aspects. 

The following inclusion and exclusion criteria are defined: 

INCLUSION CRITERIA  

¶ Provision of subject informed consent (or consent from next of kin/legal representative if 

applicable) for use of the data and retrieval of tumor sample (where available), or waiver for 

informed consent according to local national regulations  

¶ Histologically confirmed primary diagnosis of oral cavity, oropharynx, larynx, hypopharynx 

squamous cell carcinoma treated between 2008-2014 (retrospective patients) or at time of 

recruitment for the study (prospective data) 

¶ Clinical stage III and IV (a,b) (c excluded) 

¶ Patient candidate for curative treatment: ± surgery ± 3D or intensity modulated RT (IMRT)  ± 

chemotherapy 

¶ Adequate archival pre-treatment tumor specimen available (FFPE macrodissected sections)  

¶ Availability of baseline CT scan of the head and neck region performed with contiguous cuts of 

2-3 mm or less in slice thickness with i.v. contrast or MRI scans with T1 (non or pre-constrast) 

and T2 acquisitions (slice thickness lower than 3 mm). If both available CT scan is preferred 

¶ Male or female Ó 18 years old. 

EXCLUSION CRITERIA  

¶ Any previous head and neck cancer. 

¶ Patients with previous malignancies in the last 5 years before treatment for head and neck 

cancer, with the exception of surgically cured carcinoma in situ of the cervix, in situ breast 

cancer, incidental finding of stage T1a or T1b prostate cancer, and basal/squamous cell 

carcinoma of the skin.  

¶ Any previous malignancy that was treated with surgery and/or radiation of the head and neck 

region. 

Histological type other than head and neck squamous cell cancer (nasopharynx, salivary glands and 

sinus nasal cancer are excluded). 

Table 2-1. BD2Decide study inclusion and exclusion criteria 

These criteria do not conflict with ethical issues concerning discrimination of subjects based on 

gender, ethnicity, religion or other discriminations apart the fulfillment of health conditions relevant 

for the clinical study execution. No payments or other induced benefits are given to participating 

https://clinicaltrials.gov/show/NCT02832102
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patients to avoid a conflict of interest in this respect.  Only patients that are competent of agreement 

and who are able to understand the study´s finality and their role in the research and clinical study 

are actively involved. Patients are informed by a medical doctor who is familiar with the study. 

They are able to post questions at any time. In case of the patient´s wish to withdraw his consent, 

this is possible at any timepoint without mentioning any reason for this. The patient will therefore 

receive equal treatment, he will not receive any disprofit. These criteria are mandatory for 

prospective patients.  

If a patient is not able to read, a reliable, independent witness, who is not affiliated with the 

institution or engaged in the investigation, is defined and present during the entire informed consent 

discussion. As already described in section 5.2.6 of the BD2Decide DoA, after the patient or legally 

acceptable representative orally consents and has signed, if capable, the witness should sign and 

personally date the consent form attesting that the information is accurate and that the patient or 

legally acceptable representative has fully understood the content of the informed consent 

agreement and is giving true informed consent. 

Within this study, a very high number of retrospective patient´s cases are analyzed to get reasonable 

data for the aimed model, which is also a prerequisite for the prospective analysis. Therefore, it 

would be disproportionate to retrospectively receive informed consent of all these retrospective 

patient́s. Furthermore, within an oncologic study, referring to a patient´s group with a high illness-

related morbidity, only including surviving retrospective patients would lead to a bias and a blurred 

study outcome. Thus, in some centers (UDUS, VUmc, MAASTRO) the ethics committees agreed to 

include these patient´s data in a strictly pseudoymized way. Any back network is not possible.  

Data transfer is regulated be a collectively agreed Data Transfer Agreement and an associated Data 

Transfer form (in Annex to this document).  

 

2.3.1 Responsibilities and verification procedures  

The PIs at each participating centre are responsible to ensure that no discrimination is applied. 

After verbal and written explanation of the study, the signature of informed consent as the adequate 

documentation of this by study participants and the informing doctor is a prerequisite to 

participation and patients' data and biologic specimen usage for BD2Decide. Only biologic 

specimen that are anyway taken away during routine surgery and/or biopsy are used. Only 

specimen, that are not needed for diagnostics any more are integrated into the study.  

The e-CRF includes a mandatory declaration of the PI concerning signature of informed consent. 

 

2.4 STUDY APPROVAL BY ETHICS COMMITTEES 

The Coordinator has already acquired the approvals by the Ethics Committees of INT, AOP, and 

UDUS. VUMC and MAASTRO have already achieved Ethics approval for BD2Decide prospective 

study. The prospective study protocol was submitted first by the leading PI (Lisa Licitra) to the 

Ethics Committee at INT, and, after approval, was submitted and approved by all other hospitals 

participating to the clinical study. Two separate protocols have been submitted for the retrospective 
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and for the prospective study respectively. This decision was taken to cope with institutions such as 

VUmc that will only participate to the retrospective study and others (such as ULM or INT 

subcontractors) that will participate to prospective study only. 

INT and AOP have achieved informed consent from retrospective patients still alive and have 

achieved permission by Ethics Committees to extend informed consent given for previous studies in 

case of dead patients or patients who cannot be reached for a new consent signature. 

VUmc and MAASTRO have achieved extended Ethics Approvals for previous studies concerning 

Head and Neck Cancer Patients, which cover BD2Decide retrospective patients' data collection. 

UDUS also has an extended Ethical approval on which the BD2-Decide ethical approval is referred 

to.  

Ethics approvals for BD2Decide prospective study in subcontracting hospitals are ongoing. The 

leading clinics for subcontracted hospitals are responsible for controlling their ethical approval on 

the basis of their own. They will pass the ethical approvals of subcontracting clinics to the 

coordinator including their patient´s informed consent formular. In these centres patients' enrolment 

has not yet started and will start as recently as the valid ethics approvals are received. 

 

2.5 MANAGING MODIFICATIONS TO CLINICAL STUDY PROTOCOL 
All  ethically relevant modifications of the clinical protocol will be submitted as an amendment to 

the local ethical committees for approval. If modifications should appear, the Ethical Board will 

commonly assess their relevance for notification as an amendment in the ethical approval. EU-

relevant as well as local legislations and issues will therefore be respected. Approvals for these 

amendments will be collected by the Coordinator. This is valid for the clinical centers as well as 

their subcontracting partner clinics.  

2.5.1 Tasks and responsibilities  

The following table summarizes the project governance structure and the main responsibilities 

connected with the project Ethics Management. 

Role Type Appointment Responsibility 

Ethical Board Body It includes the PIs of each 

clinical study participant site 

in the Project, appointed by 

the relevant responsible 

Partner, plus an Ethical 

Manager who chairs the 

Board. 

It manages projectôs ethical 

issues (see DoA part A, WP1, 

task T1.4) 
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Role Type Appointment Responsibility 

Ethical Manager person Member of the Ethical Board Monitors and addresses ethical 

issues in close cooperation with 

the Coodinator, collects ethical 

approvals and amendments, 

agreements and handling 

instructions 

Coodinator person Chair of the project, Member 

of the Ethical Board 

Monitors and addresses ethical 

issues in close cooperation with 

the Ethical Manager, collects 

ethical approvals and 

amendments, agreements and 

handling instructions 

PIs person Representative of a clinical 

center and its subcontractors 

Manages and ensures local 

ethical issues, ensures 

correctness in native language, 

refers all relevant documents to 

the Coodinator and Ethical 

Manager, addresses all 

discrepancy or eminent 

challenge to the Ethical Board 

Subcontractor clinic Subcontractor of a specific 

clinical partner/PI 

Manages and ensures local 

ethical issues, ensures 

correctness in native language, 

refers all relevant documents to 

the associated PI, who passes 

them to the Coodinator and 

Ethical Manager, addresses all 

discrepancy or eminent 

challenge to the Ethical Board 

by informing the associated PI, 

who is member of the ethical 

board 

Local ethical 

committees 

committee Local commiteee Reviews and approves the 

BD2Decide Project ethics and 

amendments for the specific 

local side 

Table 2-2. BD2Decide Ethics Management roles and rsponsibilities 
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2.5.2 Ethical Board and Ethical Manager   

The Ethical Board established by BD2Decide Consortium manages and monitors the fulfillment of 

the ethical requirements for BD2Decide clinical study execution in the Clinical Centres and for the 

patients' data management by technology partners, ensures that the appropriate ethical frameworks 

and procedures are in place, as illustrated in the DoA part B, section 5.  

It includes the PI for each Clinical Centre in the project  and at the subcontracting clinics, appointed 

by the relevant responsible Partners, as summarized in the following table. 

The Ethical Manager, Dr. Kathrin Scheckenbach, MD, PhD is in charge of monitoring the 

adherence to all ethical aspects related to the clinical study execution based on given information 

and reports (if necessary translated into English) of all clinical partners.  

 

Clinical Centre Responsible Partner PI  

Milano INT Lisa Licitra 

Parma AOP Tito Poli 

Amsterdam VUmc Ruud Brakenhoff 

Dusseldorf UDUS Katrhin Scheckenbach 

Maastricht MAASTRO Philippe Lambin / Frank 

Hoebers 

Lisbon (INT subcontractor) INT  Lisa Licitra 

Poznam (INT subcontractor) INT  Lisa Licitra 

ULM (UDUS subcontractor) UDUS  Kathrin Scheckenbach / 

Rene Grässlin (ULM)  

Table 2-3. The Ethics responsible organizations at BD2Decide Clinical Centres  

 

2.5.3 PIs in each participating centre  

As stated in the 5.2.5 of the BD2Decide DoA, the Principal Investigator at each center will:  

¶ Ensure each patient is given full and adequate oral and written information about the nature, 

purpose, and possible risks and benefits of the study.  

¶ Ensure each patient is notified that they are free to discontinue from the study at any time.  

¶ Ensure that each patient is given the opportunity to ask questions and allowed time to 

consider the information provided.  

¶ Ensure each patient provides signed and dated informed consent before conducting any 

procedure specifically for the study.  

¶ Ensure the original, signed ICF is/are stored locally in the Investigatorôs Study File.  

¶ Ensure a copy of the signed ICF is given to the patient. 
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PIs in each Clinical Center ensured that a positive, valid ethical approval that covers the protocol of 

BD2Decide and respects local ethical demands is available and was sent to the Coordinator for 

collection.  

Patient´s informed consent composed in compliance to the European Clinical Trials Directive 

(EC2001/20). Personal data will be managed according to Directive 95/46/EC and the relevant 

national application law. Since ethic proposals and patient´s informed consents are submitted in the 

country´s first language, the local PI is responsible, that the content of the ethical approval is correct 

and covers all needs of the BD2Decide Project based on the submitted grant and ongoing 

modifications. The same is valid in case of all kinds of necessary amendments.  

PIs are responsible for the local pseudonymization of the data including imaging and biological 

specimen before provision to other partners.  

They are responsible for keeping the local pseudonymization key and its correctness. Furthermore, 

they are responsible for guarding the data and regularly back-up it in an adequate back-up-system.  

PIs must ensure an adequate information and training of local staff that is involved in and 

contributes to the study. Here the aspect of data management, as well as management of biologic 

samples and imaging and the pseudonymization strategy have to be addressed. He is responsible, 

that the patient´s subscribed informed consent is present and that its presence is documented 

correctly in the patients CRF. The electronic CRF in OpenClinica contains a field for the 

documentation of the presence of a valid patient´s informed consent to insure this.  

PI´s ensure locally, that data-, imaging and specimen processing is performed like described in the 

dedicated documents (attached to this document).  

Processing pathways have collectively been established for the clinical data (CRF), specimen 

processing for genetic analysis (INT), specimen processing for HPV analysis (VUmc) and the 

processing of imaging (MAASTRO, Fraunhofer, POLIMI , technical partners). Any discrepancy or 

eminent challenges are addressed by the partners to the Ethical Board, where a conjoint solution is 

aimed.  

 

2.5.4 Monitoring and verification procedures  

The Ethical Board is the heart of the ethical framework since the PIs of all clinical partners are 

presented. Major regulations for a coordinated safe handling of data, imaging and specimen are 

established in the ethical board. They are documented in collective agreements for data transfer 

(DTA) and material transfer (MTA) as well as process instructions for the handling and transport of 

specimen for HPV analysis, genetic analysis, data- (electronic CRF) and imaging transfer. Here also 

the execution of all data sources beyond the project and after the end of the project are regulated. 

All kind of data, materials and imaging data is strictly transferred outside the treating center in a 

pseudonymized way. The Ethical Board is addressed in case of any discrepancy or eminent 

challenge concerning the belongings of BD2Decide and attributed data. This is also true for the 

appearance of discrepancy or eminent challenges concerning clearly BD2Decide attributed data 

sources beyond and after the project.  
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The Coordinator and the Ethical Manager ensure that all ethical approvals of the clinical partners 

are present (attached to this document). During data collection in the electronic CRF, local PIs 

ensure the presence of the patient´s informed consent. Within the documentation, the Coordinator 

and the members of the Ethical Board can review the integrity of this information e.g. by a random 

inspection. Any discrepancy or eminent challenge are addressed to the Ethical board, where a 

conjoint solution is aimed. 

All agreements and handling instructions needed to guarantee a correct data- imaging and material 

transfer respecting pseudonymization and ethical rules, are all time available for all partners in the 

password-secured OwnCloud platform of the BD2Decide Project.  
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3 MANAGEMENT OF BIOLOGICAL SPECIMENS  

3.1 CONTEXT  

Biologic specimens are needed for BD2Decide study execution. Their usage and possible transfer 

between one Institution (the PROVIDING PARTNER, i.e. the clinical centre custodian of the 

biologic specimen) and another (the RECEIVING PARTNER, i.e. the BD2Decide beneficiary 

entitled to process the biologic specimens for data extraction) is ruled in pseudonymized way under 

the informed consent signed by patients and by a Material Transfer Agreement (MTA) signed 

between the two involved beneficiaries. 

Biological specimens are collected in each hospital as usual practice from tumor biopsies and tumor 

tissues when surgery is performed and are stored under formalin (FFPE). Only patients for whom 

this biologic materials are in sufficient quantity to maintain an adequate quota in the hospital will be 

selected for BD2Decide study. Pathologists in each participating hospital are responsible to 

guarantee this condition and to prepare the materials required for BD2Decide RNA sequencing and 

HPV status determination. A SOP has been defined as part of the study protocol for samples 

preparation, labeling and shipment, which is integral part of the MTA signed by the providing and 

by the receiving partners. 

Biologic samples taken from the FFPE banks are provided by all participating hospitals (partners 

and subcontractors) to INT genetics laboratory, after encoding them with a numeric identifier 

automatically generated by BD2Decide and that does not allow to identify the patient identity (see 

section 4.3 for details). 

The following uses of biologic specimens are foreseen in BD2Decide clinical study: 

Description  Responsible 

partner  

(Receiving Partner) 

Providing Partners 

RNAseq processing genomic signature 

extraction from sections of FFPE 

tumor/biopsy specimen collected in each 

participating centre for retrospective and 

prospective patients; , HPV signature 

extraction for Oropharynx cancer FFPE 

specimen. 

INT - Scientist: 

Loris De Cecco 

AOP (T. Poli) 

INT (L. Licitra) 

VUmc (RH Brakenhoff) 

UDUS (K. Scheckenbach) 

MAASTRO (F. Hoebers) 

HPV testing on OroPharyngeal cancers VUmc - Scientist 

RH Brakenhoff 

UDUS (K. Scheckenbach) 

Table 3-1. Procedures requiring biologic specimens 
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3.2 RELEVANT ETHICS REGULATIONS  

For what concerns data protection, we abide to the EU regulation for data privacy and on National 

regulations where these are more restrictive.  

For what specifically concerns genomic tests and data management, the BD2Decide Consortium 

abides to the regulatory framework set by the European Medicines Agency (EMA) ICH guideline 

E18 on genomic sampling and management of genomic data
3
. This regulation addresses 

maintenance of samples integrity, samples quality and technical performance of assays. Genomic 

samples and data will be securely stored, maintained, and access controlled similar to non-genomic 

samples and health information. The main principles relate to management of specimens and 

management of genomic data extracted from biologic specimens. 

3.2.1  Management of biologic specimens for genomic tests  

1. standardization of procedures: staff at all participating sites should be properly trained to 

use standardized procedures as described in the relevant SOP; 

2. type of specimens to be collected should be compatible with the intended use; 

3. data collection shall consider inter- and intra-subject variability in the context of the clinical 

study objectives (e.g. through patients inclusion/exclusion criteria); 

4. specimen preservation conditions: accurately evaluate the impact of fixation and additives 

on the analytes of interest and the types of tests to be carried out prior to sample collection 

in a clinical study; 

5. specimen stability and degradation: take appropriate handling measures to prevent nucleic 

acid degradation and genomic profile alterations during sample collection and processing, 

optimize the time from specimen collection to freezing, fixation, or processing, as well as 

the storage time; monitor conditions of specimens storage and processing; 

6. specimen volume and composition: accurately size the specimens volumes in order to 

guarantee appropriate analysis; 

7. genomic sample quality: apply appropriate quality control methods to determine if the 

quality and quantity of the extracted nucleic acid targets are adequate for the defined 

downstream genomic testing to be performed; 

8. sources of interference: monitor potential sources of interference that might affect assays 

performances; 

9. transport and shipment: establish the appropriate transport conditions prior to sample 

shipment; 

10. samples storage: ensure that samples are appropriately stored until use and that residual 

aliquots are destroyed at the end of the study; 

11. curation of samples inventory: monitor and curate samples inventory relative to: consent for 

                                                 
3
 See http://www.ema.europa.eu/docs/en_GB/document_library/Scientific_guideline/2016/02/WC500200837.pdf 
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use of the  samples, length of storage relative to the sample retention policy, and requests to 

withdraw samples or destroy them in case of patient's withdrawal from the study or end of 

the study. 

 

3.3 BD2DECIDE ETHICS MANAGEMENT OF BIOLOGICAL SPECIMENS AND DERIVED GENOMIC 

DATA 

The procedures for samples collection, preparation, storage, preservation during shipment, storage 

and maintenance at receiving partner's site, preparation for RNA sequencing, as well as for data 

management, follow the indications of the above mentioned EMA directive. 

 

3.3.1 Processing of biologic specimen s at the providing partner  

The processing of biologic specimen at the providing partners' laboratories is performed in order to 

ensure: 

1. quality of the portion of the biologic specimen used for BD2Decide 

2. correct attribution of each specimen to the related patient/study subject 

3. pseudonymization of the biologic samples and correct labeling 

4. correct packaging aimed at ensuring quality and integrity of samples during shipment 

5. adequate shipment procedures. 

SOPs for genomic samples management has been agreed between INT (the partner performing 

RNA sequencing and genomic data extraction) and the providing partners VUmc, AOP, 

MAASTRO, UDUS and subcontracting hospitals. 

A SOP is defined for samples preparation from FFPE specimens preserved at providing partners 

and for samples shipment to INT (protocol ñSOP_procedures RNAseq_BD2decideò). 

Sample handling is regulated in the commonly agreed MTA and handling instructions for genetic 

sampling and HPV sampling.  

Pathologic samples for the BD2Decide project contains paraffin embedded tissue that was taken 

during tumor biopsy and/or oncologic surgery. Therefore, all samples are reviewed by local 

pathologists and classified as squamous cell carcinomas. Tissue samples used for analysis should 

contain at least 80% tumor tissue. Thus tumor parts fulfilling these criteria are isolated by 

macrodissection technique and sent by Providing Partners to Receiving Partners due to shipping 

protocols defined by the Receiving Partners according to their requirement. HPV sampling and 

shipping is described in the ñTissue protocol HPV testing BD2Decideò by VUmc.  

Providing partners (AOP, MAASTRO, UDUS, VUmc) identify appropriate patients for the 

BD2Decide study by clinical parameters and the existence of appropriate imaging. After the 

patient´s informed consent is given or  or for retrospective patient´s in some centers, waiver´s are 

verified, they address their local Dept. of Pathology for allocation of suitable patient´s samples. 
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After macrodissection and pseudonymization of the samples according to the locally stored 

pseudonymization key, samples are prepared and shipped according to the relevant SOP´s of 

Receiving Centers (ñTissue protocol HPV testing BDDecideò by VUmc, ñSOP_procedures 

RNAseq_BD2decideò by INT) to the Receiving Centers. Receiving Centers only receive 

pseudonymized specimen, data and imaging that does not allow any backtracking of the patient´s 

identity. 

The correct attribution of each sample to the patient is under the responsibility of pathologists at the 

providing partners' premises. An internal registry of all samples prepared and shipped is maintained 

and the link between each sample and the patient is ensured by an internal registry maintained by 

the pathologist and revised and monitored by the PI at the providing partner's.  

For the correct attribution of each sample to the right patient, local Providing Partners sign the 

samples with the patient´s ID generated during the pseudonymization process of the BD2Decide 

project before sending the sample to the Receiving Partners. Each Providing Partner makes sure that 

a correct attribution takes place. Each Providing Partner safes the pseudonymization key locally and 

ensures a regular back-up in an adequate system. 

Pseudonymization of the samples as a process takes place locally by the Providing Partners before 

the samples are transferred to the Receiving Partners. Receiving Partners receive only 

pseudonymized samples identified by the BD2Decide-dedicated pseudonymization key. 

Identification of the patient by person is not possible outside the treating, responsible clinical 

centers. 

For correct packing and shipping, needed conditions are documented be Receiving Partners in 

specific protocols and handling instructions for Providing Partners. All Instructions are agreed with 

and provided to Providing Partners. 

 

3.3.2 Processing of biologic specimens at the receiving  partner  

INT is the receiving partner for genomic tests (RNA sequencing) and HPV status assessment. 

VUmc is the receiving partner for HPV immunohidstochemistry testing on UDUS biological 

specimens. 

A SOP has been defined for samples management and processing (RNA sequencing) at INT 

receiving partner.  

A SOP has been defined for samples management and processing (p53 stain etc.) at VUmc.  

These SOPs are integral parts of the MTA signed by providing and receiving partners. These SOPs 

comply with EMA guidelines. The MTA and the relevant DTA comply with both EMA guidelines 

and data protection and data privacy regulations. 
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3.3.2.1 Management of specimens at INT 

To ensure pseudonymization, upon arrival or extraction, a unique identification code connected 

with the single patient will be attributed to all the clinical samples included in the study and 

received from the participants. Aliquots will be prepared from samples using the bar-coding device 

of Twin-Helix that enables a computer recording and tracking. All the experimental and 

bioinformatics activities will be tracked using dedicated software for documental repository 

provided by IBM. The Samples will be stored in an alarmed -80°C freezer dedicated to the Dr 

Licitra studies.  

The unused material and all the intermediate products, after experimental analysis and control of 

data quality, will be destroyed or sent back to the providers, according to the signed MTA. 

 

3.3.2.2 Management of specimens at VUmc 

Samples received at VUmc are pseudonymized by UDUS prior to shipment. VUmc will perform 

immunostaining tests which are not usual practice at UDUS and will not be performed by UDUS 

pathologists. 

Local handling procedures for oropharyngeal and non-oropharyngeal samples in the Providing 

Center is similar to the handling of specimen for genomic data (described in 3.3.1). Transfer 

including needed shipping conditions and the samples needs for HPV diagnostics are described in 

detail in the ñTissue protocol HPV testing BD2Decideò provided by the Receiving Partner VUmc 

Biologic specimens are stored at VUmc laboratories for the test execution only. Any residual 

samples will be destroyed after verification of the quality of the tests performed.  

VUmc will perform the relevant immunostaining tests on samples and will send the test results back 

to UDUS. UDUS PI is responsible to insert the test results in BD2Decide repositories (OpenClinica 

or BD2Decide electronic health record system for prospective study). 

 

3.4 MANAGEMENT OF BIOLOGIC SPECIMENS AT THE END OF BD2DECIDE STUDY 

As defined in the MTA, all residual biologic specimens not used at the end of BD2Decide study 

must be destroyed. The materials might be maintained only on exception basis and upon specific 

written agreements between the two involved parties (Providing Partner and Receiving Partner). 

These written agreements have to be addressed to the Ethical Board and collected by the 

Coordinator and the Ethical Manager. The same is true for clinical partners and their subcontractors.  

 

3.4.1 Management of genomic data by INT  

Receiving Partners (INT) will perform RNAseq analysis of the provided, pseudonymized samples. 

The generated BAM files will be placed at a local server of the receiving partner INT for the 

duration of the project. The raw data is in the ownership of the Providing Partners and given to 

them for storage and care during and after the project. The Receiving Partner destroys the 
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unprocessed BAM files after they have been processed for the purposes of the BD2Decide project 

unless further agreements are performed in accordance with additional ethic approvals and in 

accordance with the needs of the BD2Decide project.  

The BAM files will be processed locally at the Receiving Partner and the data needed for the 

BD2Decide analysis will be extracted. These data does not allow any identification of the patient 

and is therefore not classified as sensitive in respect to backtracking to the patient´s identification. 

BAM files will be manually (e.g. on hard disks) delivered and transferred to the hospital that sent 

the samples and will be deleted from INT server. Each Providing Partner will receive raw data of 

only their patients.   

 

Figure 3-1. Scheme of the procedure for genomic data management by INT 

For data transfer, no US-based cloud will be used. Raw data shall be kept locally in each Providing 

Center for a sufficient time period (e.g. 10 years in Italy, Germany) according to local laws and 

needs. 

Since we plan to perform only partial sequencing, data resulting from this technique is not suitable 

for generating a genetic fingerprint of the patients, potentially allowing a patient´s referral. Primary 

sequencing data will not be shared.  

Each center is the owner of the data and responsible for long-time storing. Furthermore, the 

responsible receiving partner (INT) only get biologic specimen of pseudonymized patients from 

providing partners with no chance of a backtracking of the data outside the center. This is regulated 

within the MTA and DTA between the partners.   

For publications, only pseudonymized data is used and genetic information is limited to the 

belongings of modeling and the purpose of the project. Data is collectively published after statistical 

analysis and aggregation and accordingly modeling.  

 

3.4.2 Responsibilities and methods of verification  

The PI of receiving Institution (Receiving Scientist) must provide a written declaration to each 

Providing Partner Scientist that all residual materials has been destroyed or present a written 
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agreement between the concerned Providing Partner and Receiving Partner on an exception basis to 

maintain the material.  

 

3.5 MANAGEMENT OF DIAGNOSTIC IMAGES  

Diagnostic images are managed by the authorized radiologists at each participating centre. They are 

processed by radiologists to segment regions of interest (Tumor, lymph-nodes, other regions if 

applicable) and extract anatomic features by means of the Image Analysis Tools developed by 

Fraunhofer IGD in WP3. 

Diagnostic images are downloaded from hospital PACS after undergoing removal of patient's 

identification information (e.g. Name, birth date, national insurance code, hospital code), as 

described in the following section 4.4. In case images are brought to the hospital by the patient, they 

are stored in a separate PACS, processed to remove patient's identification information and then 

transferred to the separate workstation used for Fraunhofer Image Analysis Tools execution. 

The results of this processing are anonymized images, to which the B"2Decide Patient ID (see 4.3 

below) is manually assigned by the radiologist. Images so processed are compliant with EU and 

National regulations for data protection and privacy. 

Segmented images are then transferred via secure https protocols to POLIMI and MAASTRO for 

radiomics features extraction from MRI and CT scans respectively. Anonymized images might also 

be manually delivered by radiologists to POLIMI and MAASTRO researchers on digital supports if 

needed and agreed between parties. Copies of anonymized images are kept at each partricipating 

hospitals (as required in case of publications) and are also available on a shared repository managed 

by AII and ATC, for consultation by physicians. 

The BD2Decide DTA and MTA regulate the transfer and use of diagnostic images during and after 

the end of the project. 

 

3.6 ETHICS ASPECTS MONITORING AND VERIFICATION PROCEDURES  

Ethic monitoring includes different levels:  

1. General ethic approval by the ethic committees including protection of IT-related patient´s 

data  

2. Local ethic monitoring within the clinical centers (Provider ïrelated):  

3. Good ethical governance of received data (Receiver-related):  

4. Protection of the BD2Decide Data source to third parties within and after the project 

The BD2Decied Project is based on ethic legislation of the EU and local authorities. These need a 

formal ethic framework that guarantees the basis for the ethically correct implementation of the 

project. The ethic approvals of each clinical center are therefore needed.  
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Here, each PI is responsible to write and submit an ethic proposal to the dedicated local Ethic 

Committee according to the BD2Decide proposal and its belongings. Changes should be respected 

and if needed added as an amendment. In each ethic proposal, underlying EU- and local laws and 

ethic principles must be respected. Since these ethic proposals and the associated patients informed 

consent and information forms are written in the local language, each PI is responsible for the 

correctness of the content of the ethic proposal that should transfer (pseudonymized data) can start 

after a valid ethic approval is received.  

A patient information sheet is written in the local language and prepared in accordance with the 

ICH Note for Guidance on Good Clinical Practice (ICH, Topic E6, 1995). It will be provided for the 

purpose of obtaining informed consent. Approved ethic proposals and amendments should be 

passed to the Coordinator and the Ethic Manager, who collect them and check the totality.  

If a further approval of the local patient´s data management is needed, the Coordinator and the Ethic 

Manager must be informed and this approval must also be passed to them for collection.  In case of 

any discrepancy or eminent challenge, this must be addressed to the Coordinator and the Ethical 

Manager.  Discrepancies and challenges that can be solved locally, should be solved locally. Any 

other case should also be addressed to the Ethical board, where a conjoint solution is aimed.  

Subcontracting clinical partners are in first line supervised by the PIs of their contract partners. Here 

the local PI and the person in charge of the subcontracting institution (both partners) are responsible 

to write and submit an ethic proposal to the dedicated local Ethic Committee according to the 

BD2Decide proposal and its belongings. The clinical data, imaging and sample collection and 

transfer (pseudonymized data) can start after a valid ethic approval is received. Changes should be 

respected and if needed added as an amendment.  

Already received ethic approvals from the PIs of the basic clinical centers are attached to this 

document.  

Each PI is locally responsible that the BD2Decide study is performed due to the fixed ethical rules 

on the basis of the submitted ethic approval. In clinical routine, the PI is in charge to control this. 

Special attention should be drawn on the fact that all patient´s informed consents are assured and 

documented in the CRF correctly. Furthermore, the responsible handling of any patient´s associated 

data including only pseudonymized data and material transfer according to the taken agreements 

and handling instructions should be performed. Besides, no external partner or even third person 

should be allowed to enter local medical IT systems containing sensible patient´s data. This must 

also be assured by IT-related BD2Decide partners. Aberrations should be reported to the 

Coordinator and the Ethical manager. If they can be solved locally, they should be solved locally. 

Any other case should also be addressed to the Ethical board, where a conjoint solution is aimed.  

Clinical data, imaging and specimen from subcontracting partners must be treated equally to basic 

clinical partners.  

Receiving partners only receive pseudonymized data, that does not allow them any backtracking to 

the patientś identity. In addition, they assure that also extensive data collection by radiomics or 

genetic analysis cannot be used for backtracking patient´s identity.  
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In genetics this is guaranteed by the fact, that only partial analysis of genomic information are 

performed. Genetic and imaging analysis will firstly be performed independently of clinical data 

sets and the unified in the BD2Decide database for general analysis.  

By performing the analysis in 2 steps, a direct correlation of clinical and extensive imaging and 

genetic data should be avoided and therefore additionally prevent backtracking.  

Third parties are not allowed to get insight to the whole BD2Decide dataset and they are not 

allowed to perform any analysis with the BD2Decide data beyond and/or after the project.  

Data, imaging or material might be maintained and analyzed for other purposes only on exception 

basis and upon specific written agreements between the all involved parties (Providing Partners and 

Receiving Partners).  

For any use of data generated for and within the project beyond BD2Decide, ethic agreements must 

be assured that fully cover these belongings. The Ethical Board of the BD2Decide Project has to be 

informed of and to agree to these activities.  
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4 ETHICAL ASPECTS OF PATIENTS' DATA MANAGEMENT  

The management of patients' data is performed at two levels: 

1. Internally to each participating clinical centre: to manage patients (prospective) and to 

ensure future use of BD2Decide in clinical practice: in this case data must be linked to the 

real patient and this link must be kept inside the hospital and managed according to the 

privacy regulations established by each hospital. 

2. For the BD2Decide study and models and for research purposes: in this case patients' data 

are pseudonymized/encoded prior to be transferred to BD2Decide platform and data will not 

contain any personal information that might allow to identify the patient. Pseudonymization 

is performed by a neutral sequential ID-code that does not allow any retracing to the 

patient´s true identity. Since some patients were already part of prior studies (OraMod, 

NeoMark, MAASTRO etc.), previous patient´s ID´s are transferred internally to the 

BD2Decide-dedicated sequential ID-code which is used within the OpenClinica System.  

 

4.1 LEGAL CONTEXT  

The legal framework for patient's data management in multicentric clinical study is defined by the 

following regulations at EU and national level: 

¶ Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 

the protection of individuals with regard to the processing of personal data and on the free 

movement of such data. 

¶ National directives on data privacy. 

¶ Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on 

the protection of natural persons with regard to the processing of personal data by competent 

authorities for the purposes of the prevention, investigation, detection or prosecution of 

criminal offences or the execution of criminal penalties, and on the free movement of such 

data, and repealing Council Framework Decision 2008/977/JHA. 

¶ ICH guideline E18 on genomic sampling and management of genomic data issued by EMA. 

 

4.1.1 Management citizens' health data  

Citizens' health data are considered sensitive information and as such they need strict protection 

from undue disclosure and guarantee of patients' privacy.  

The following principles shall apply: 

1. no data that might disclose patient's identity must be disclosed to un-authorized persons; in 

clinical studies data shall be pseudonymized/encoded; 

2. no data concerning race, sexual habits or religion shall be used or disclosed even in 
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pseudonymized form; 

3. patients must provide written informed consent to the clinical study, upon being clearly 

informed by the PI at each participating centre concerning the scope, the effort required, any 

potential consequences of the research and on the right to withdraw anytime; 

4. patients must clearly indicate to the PI whether they want to be informed in case of 

incidental findings arising from the study execution; 

5. for genomic data handling, specific conditions as established by EMA guidelines shall 

apply. 

 

4.1.2 Management of genomics data  (EMA guidelines)  

Genomics data are subject to more restrictive regulation as compared to patients' clinical data, as 

they contain extremely sensible information. Therefore pseudonymization procedures might not be 

sufficient to prevent undue disclosure of the patient's identity from genomic data. EMA guidelines 

indicate the following recommendations: 

1. coding of data: to decrease complexity and  likelihood of error, single coding is 

recommended for genomic samples and data. Anonymization, as defined in ICH E15, is not 

recommended, because the process renders the ability to connect previously unlinked 

genomic data to phenotypic data impossible and it does not allow for sample destruction 

pursuant to withdrawal of consent or for end of study. 

2. access to genomic samples and data shall be granted only to authorized personnel: 

contractual agreements shall be established to ensure strict control of access to data and 

samples. 

 

4.2 CURRENT STATUS 

As already stated in D1.1, procedures for electronic patients' data management in participating 

hospitals and for BD2Decide e-CRF have been established in agreement with the Legal Office of 

the Coordinator and of participating centres. 

A Data Transfer Agreement is under signature to rule the responsibilities of each BD2Decide 

beneficiary concerning management and treatment of patients' pseudonymized data used for data 

analysis and modeling and for all the activities and tasks foreseen for BD2Decide (Ref. Technical 

Annex I - DoA). 

These procedures comply with the Italian and EU regulations regarding privacy (i.e. non disclosure 

of personal information and in particular of sensitive data) and foresee the following: 

¶ Data pseudonymization is applied to all patients' collected data. 

¶ No full genomic profile is collected by BD2Decide, only partial genomic data are collected 

in anonymous modality. 

¶ Imaging data are anonymized by the radiologists before image processing; 
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¶ Patients' data management remains under the responsibility of each participating hospital, 

who has received ethics approval for the BD2Decide clinical study, and patient's consent. 

¶ Except of the gender and age, shared clinical data does not include identification-relevant 

information like name, address, birth date, phone numbers of the patient. The CRF is 

focused on data relevant for the description, classification, treatment and outcome of head 

and neck cancer and potentially affecting factors, which are essentially needed for 

performing the study. 

¶ No partner outside the treating center will gain direct access to the local medical system. 

 

4.3 DATA PSEUDONYMIZATION PROCEDURES  

This paragraph describe the procedures adopted in the BD21Decide system for data anonymization  

 

4.3.1 Linking pseudo nymized data to real patients for care delivery  

In the area of allowing clinicians to link pseudonymized data to real patients in the context of 

delivering care and treatment to Head and Neck cancer patients with the support of the BD2Decide 

platform, we introduce the following attributes: 

Á The BD2Decide patient ID: this is an identifier of the patient inside the BD2Decide platform, 

which is assigned once a patient is first introduced into the BD2Decide environment; 

Á The real name: this is real name of the patient, which is recorded at every visit of the patient in 

the clinical centre; 

Á The local patient ID: this is the identifier of the patient in the Hospital Information System 

(HIS) of the local clinical centre, which is automatically produced, when the patient with the 

real name is first introduced into the HIS. 

4.3.1.1 Solutions examined 

Towards linking these three different attributes, we have assessed a number of solutions. All these 

solutions are driven by the fact that we need to fulfil the following fundamental requirements: 

Á The BD2Decide patient ID, which is the identifier used internally in the BD2Decide platform 

for the patients of all clinical centres is unique; 

Á The patientsô real name cannot be revealed to any system operating outside the network of the 

responsible clinical centre. 

In the first solution we examined, the BD2Decide patient ID is automatically generated. More 

specifically, we assume that patient data already exists in a HIS, so the local patient ID is already in 

place. Outside the BD2D project, the clinicians know that the HIS has allocated a local ID for a 

patient real name. So, all specialties access the hospital systems with the local ID. For the 

retrospective and prospective studies, the clinicians enter the patient data into the platform, which 

creates the BD2Decide patient ID. Since, the platform offers different roles and discriminates 

between the users of each centre, this patient ID is global with BD2Decide, but it can be matched to 
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the real name of the patient, only by the clinical centre that introduced data into the platform to 

generate this ID. The clinicians are then responsible for creating a local file (i.e. in Microsoft 

Excel), which maintains the link of the patient real name, the local patient ID and the reference 

patient ID in the BD2Decide project. This file is locally maintained within the network of each 

clinical centre. This file can then be used by all the specialties of the clinical centre with a particular 

role in the use of the BD2Decide platform. 

In order to read or update the patient data in the BD2Decide platform, one uses the local file to 

match a real name or local patient ID with the BD2Decide patient ID. By entering this ID into the 

interfaces of the BD2Decide platform, one can have access to the data of the specific patient. The 

platform will employ authentication and authorisation procedures for role-based access to the 

pseudonymized patient data, so depending on the registered user, one could navigate to the whole 

dataset or a subset of this. 

The other solutions we examined assume that the clinicians manually enter an ID into the platform 

for the BD2Decide patient ID, which can be either the local patient ID or any arbitrary number. 

Since the BD2Decide platform knows that the registered user belongs to a clinical centre, when the 

user records the patient ID, the platform adds a 3-digit prefix with the initials of the centre. 

In both solutions, the association of a real name with a BD2Decide patient ID should be maintained 

inside the clinical centre and by no means should we allow the clinicians to submit real names to the 

BD2Decide User Interfaces and, in turn, the platform to translate internally to a BD2Decide patient 

ID. 

4.3.1.2 Responsibilities and verification  

ATC, as the ICT provider of the corresponding components of the platform for the eCRF based 

pseudonymized data, is responsible for the proper generation of the BD2Decide patient ID and the 

maintenance of this data in the platform. ATC implements the respective authentication 

mechanisms to allow clinicians to access pseudonymized data, according to specific rules. The 

security measures applied by ATC to the pseudonymized patientsô data are summarised in the 

following section. 

4.3.2 ATC security measures in the BD2Decide platform  

Basic principles 

Personal data undergoing processing will be kept and controlled in such a way as to minimise, by 

means of suitable preventative security measures, the risk of their destruction or loss, whether by 

accident or not, of unauthorized access to the data or of processing operations that are either 

unlawful or inconsistent with the purposes for which the data have been collected. 

Processing personal data by electronic means will  only be allowed if the security measures referred 

to below are adopted in accordance with the privacy protection laws and regulations established at 

EU and at each Country level: 

a. computerised authentication; 

b. implementation of authentication credentials management procedures; 
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c. use of an authorisation system; 

d. protection of electronic means and data against unlawful data processing operations and 

unauthorised access; 

e. implementation of procedures for safekeeping backup copies and restoring data and system 

availability; 

f. implementation of identification codes for specific processing operations performed by 

health care bodies in respect of data disclosing health and sex life. 

 

Purpose of data collection in BD2Decide 

ATC is developing the patients' documentation system (PDS) and the clinical decision support 

system (CDSS) through on premise deployment of relevant technologies and software solutions for 

collecting, managing, processing and storing pseudonymized personal data for the patients 

participating in the clinical studies of the BD2Decide clinical research centres. According to the 

established regulations, ATC is acting as a Data Processor, collecting and processing 

pseudonymized patients' data, as dictated by the BD2Decide Clinical Organisations, who are Data 

Controllers. 

The corresponding data will be used only for the purposes of the BD2Decide project, as they have 

been described in the H2020-PHC-2015-689715 BD2Decide Grant Agreement and the associated 

Consortium Agreement. ATC will then use the pseudonymized data, from patients that have already 

signed a consent form with their clinical centres, for:  

a) administering PDS and CDSS; 

b) allowing doctors to browse pseudonymized data for the clinical status of patients; 

c) enabling the execution of prediction analysis and prognostic models for Stage III and IV 

Head and Neck Cancer patients; 

d) enhancing the co-decision process between the physicians and their patients on the 

appropriate treatment to be followed; 

e) estimating the life expectancy rate for the patients and comparing it for different prediction 

models; 

f) enhancing predictions by aggregating the pseudonymized patients' data with other big data, 

such as publicly available population data; 

g) facilitating the implementation of the researchers' functionalities, as they are offered by the 

Visual Analytics Tool, developed by UPM. 

Data storage 

The BD2Decide software solutions, which ATC is implementing, will collect the pseudonymized 

patient's data that are indicated in the electronic Clinical Record Format of the project. The 

collected data shall not lead to the identification of any patient directly or infer to a patient through 

any other data combination. In that respect, ATC hosts and maintains pseudonymized patient data, 
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which cannot be considered either as personal or sensitive. In any case, ATC is harvesting the 

BD2Decide data as being personal data, thus the appropriate security mechanisms to protect the 

deployment of the BD2Decide solution are deployed by ATC. 

The tools will process and store this data in the ATCô private cloud infrastructure, which is set up at 

ATC premises. This infrastructure consists of powerful Intel platform servers, suitable high-

performance storage devices, firewall hardware and software and networking equipment combining 

technologies to provide performance and flexibility. To this end, the deployment of the BD2Decide 

solution follows the security policies and procedures being applied by ATC, in order to manage any 

personal or sensitive information required by the project. The storage area of the BD2Decide tools 

will be implementing backup and restore mechanisms to ensure continuity in the provision of the 

BD2Decide services. 

Data retention and deletion 

ATC stores the data collected by the clinical partners only for as long as it is necessary for the 

delivery of the services offered through PDS and CDSS. Apart from where the law stipulates a 

specific period, we retain the pseudonymised data for the BD2Decide project period, which is until 

December 2018, considering also an extension of this period by 90 days to facilitate the 

demonstration of the tools during the BD2Decide final review meeting. In compliance to our legal 

obligations with respect to the retention and deletion of personal information, in BD2Decide we set 

out specific conditions for our data retention policy and procedures for the BD2Decide 

pseudonymized data.  

After the expiration of the BD2Decide data retention period, all the patients' pseudonymized data 

will be deleted from the ATC infrastructure, including any backups. By default, the retention policy 

of tape backups of ATC currently cannot exceed the 5 weeks. Furthermore, specific project data 

will be deleted following the written request from any Consortium partner, subject to the provisions 

of the BD2Decide Consortium Agreement. 

Data security and transfers 

ATC is employing the appropriate technical and organisational precautions to prevent the loss, 

misuse or alteration of any personal information or pseudonymized data used in the BD2Decide 

project. All the legally assigned BD2Decide representatives that have access to the project data 

stored into the ATC infrastructure are responsible for protecting the credentials they use for 

accessing PDS and CDSS and keeping their password confidential. 

Access to the BD2Decide data is allowed through standardised technologies, developed for the 

project services. Specific user authentication and authorisation mechanisms are employed on the 

service and data layers of the DB2Decide solution that allow role-based access to the 

pseudonymized data. According to the operations foreseen in the project, the data collected from the 

ATC software may be transferred to the BD2Decide big data infrastructure, managed by All-in-

Image. Secure technical interfaces allow transferring the BD2Decide data to this infrastructure 

through secure HTTP protocols. 

Any other transfer is forbidden. 
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Data access rights and third parties 

In order to safeguard security of the project pseudonymized patients' information, a number of 

security measures are indicated. To this end, all BD2Decide participants that need access to the 

pseudonymized information stored in ATC for the implementation of the BD2Decide project are 

bounded by the Consortium Agreement for not disclosing any information outside the project. ATC 

is using standardised technologies for secure storage, delivery and access of personal information, 

as well as managing the rights of the users. In this way, there is complete guarantee that the 

accessed, delivered, stored and transmitted information will be managed by the right persons, with 

well-defined rights, at the right time. 

Through the use of advanced firewall operations, the ATC network prevents the connection to open 

network ports, and exchange of data will be through consortium known ports, protected via 

password protected mechanisms and strict IP filtering rules. The BD2Decide platform, including 

PDS and CDSS, will issue server side SSL certificates to validate secure connection of the 

BD2Decide users to the software developed by ATC. In more details, within BD2Decide ATC is 

developing the following data access mechanisms: 

¶ Security at the Application layer: this applies to the end users of the BD2Decide tools 

deployed at ATC premises, namely clinicians, physicians, clinical researchers, etc., as well 

as the software of other partners interfacing with the ATC tools, such as UPM for the Visual 

Analytics tool and All-in-Image for the big data infrastructure. These stakeholders enter or 

read pseudonymized patient data through the relevant software, which is released as a secure 

Web application. In this application, access to the provided functionalities is granted through 

HTTPS, while each user has their own credentials and defined role. 

¶ Security at the Transport layer: The server hosting the BD2Decide tools will be certified 

through (self-signed) SSL certificates to be a trusted information source. 

¶ Security at the Network layer: If requested, and as long as it can be supported by the clinical 

partners, ATC may introduce an additional level of security by enforcing IP filtering to 

allow access to the BD2Decide tools hosted within the ATC network. 

4.3.2.1 Responsibilities  

In accordance to the obligations from the implementation of the BD2Decide Grant Agreement, all 

the BD2Decide Consortium members assign authorised personnel to access ATC software and the 

collected and processed data, subject to their role in the project. 

 

4.4 ANONYMIZATION OF DIAGNOSTIC IMAGES  

Clinical partners identify the relevant imaging within their centers. Providing partners perform 

image segmentation locally, using the segmentation software distributed by the Fraunhofer Institute.  

The Fraunhofer software is locally installed in the centers of the clinical partners. There is no direct 

IT-link between the hospital´s medical data bank of Providing Clinical Partners and Receiving 

Partners outside the clinical centers. Imaging anonymization is performed within the clinical centers 
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of Providing Partners before passing the segmented imaging to Receiving Partners. Therefore, 

receiving Partners are not able to conclude to the patient´s identity by received imaging. For 

imaging anonymization a locally installed software is used. Local anonymization software routinely 

provided by the Dept. of Radiology or alternatively software provided by technical partners (e.g. 

Fraunhofer Institute) is locally used. Imaging is only passed to any partner outside the treating 

center in a anonymized way, that does not allow any backtracking.  

Diagnostic images and extracted data, passed to the Receiving Partners is primarily not linked to the 

clinical data of the patients. Unlinked imaging data is analyzed by the Radiomics software by the 

Receiving Partners (MAASTRO, POLIMI). After analysis, radiomic data is integrated into the 

BD2Decide software system and therefore linked to genetic and clinical data for modeling. This 

strategy helps to prevents patient´s identification because of imaging and it prevents the usage of 

clinically linked imaging data by third parties (e.g. Oncoradiomics Company). All PIs guarantee 

that third parties have no access to the BD2Decide database.  

During modeling, anonymizd values, extracted from imaging data is linked to pseudonymized 

clinical data and pseudonymized extracted genetic features by their pseudonymization that is able to 

link the pre-analyzed data sources. Since all data sources are pre-analyzed, the extracted data 

composition is not sufficient to allow any retracing of the patient´s identity only by this combined, 

pseudonymized data.  

The imaging process represents a main component of the BD2Decide system. Raw images are 

initially stored locally in the PACS (Picture Archiving and Communication System) on each 

clinical center. The raw images are stored in DICOM (http://dicom.nema.org/standard.html) format. 

The images in DICOM format include sensitive information about patients, such as name, gender, 

age and city. This information are included in the header tags of the images files (metadata) and 

also in the image itself. Due to the risk of patient identification it is necessary that the images 

acquired and treated by the BD2Decide system are previously anonymized. 

The process of anonymization consists in deleting patientsô sensitive and identity information 

included in the images and in the metadata of the image files. In order to eliminating the 

information contained in the image itself, a printed text detection is performed (Figure 4-1). The 

text detection is executed by processing the digital images and comparing the characteristics of the 

regions of interest. 

 

Figure 4-1. Image anonymization 
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The anonymization process is executed locally by a radiologist, through internals software tools, 

installed on clinical centers. In Parma clinical center, the software SUITESTENSA  

(http://www.esaote.com/es-ES/healthcare-it/software-healthcare-it/p/suitestensa-ris-pacs/) is applied 

to raw images. SUITESTENSA is an information and imaging management platform specifically 

dedicated to Radiology, Nuclear Medicine, Radiotherapy, Breast Medicine, Interventional Radio, 

Orthopedics and Operating Room, which provide administrative, reporting and post-processing 

tools. This solution is based on web-enabled technology and support standard communication 

protocols, such as DICOM 3.0, HL7 and FDA-XML. The use of established standards provides 

systemsô interoperability and avoiding data duplication. 

Similar tools to SUITESTENSA are used in the other clinical centers. The tools include 

functionalities to export images and to eliminate all sensitive data (DICOM tags) linked to the 

patient. 

Once the images are anonymized, an internal algorithm is implemented to cross the data and to 

present them to professionals. In particular, few demographic data (i.e. age and gender) and patient' 

clinical center are available to the technical partners, allowing patient identity protection within the 

BD2Decide system. The image anonymization process for Parma clinical center is represented 

Figure 4-2. 

Patientsô images are encoded and identified to a specific and unique patient identifier (patient ID), 

defined into BD2Decide system. The patient ID is automatically generated by OpenClinica for the 

retrospective study and by the CDSS for the prospective study. 

 

Figure 4-2. Example of image anonymization in Parma center 

 

4.4.1 Responsibilities and methods of verification  

Regarding responsibilities, the patientsô data is collected by the clinical centres. Each center has 

assigned the appropriate personnel to enter data for retrospective and prospective studies into the 

BD2Decide platform, in the form of electronic Clinical Format Record. These personnel are 

responsible for the validation of data inserted into the platform. 
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4.5 DATA INTEGRITY MANAGEMENT 

4.5.1 Correspondence of data to the right  patients  

Correspondence of data to patients is responsibility of PIs at each participating hospital. In case of 

biologic materials, the responsibility lays with the pathologists appointed by providing partners who 

must ensure appropriate labeling of biological specimens before packaging and shipment. At the 

receiving partner's premises, the responsible investigator (as defined in the relevant SOP and MTA) 

are in charge of correctly assigning the data originated by the biomolecular/genomic analysis of the 

biological specimens to the relevant patients by means of the unique ID assigned by BD2Decide. 

The same applies to the segmented diagnostic images and related radiomics data generated by 

MAASTRO form CTs and by POLIMI from MRI scans. 

From a technical viewpoint, the PI of each participating hospital is required to check and approve 

data inserted in the e-CRF (OpenClinica) and in BD2Decide repositories by digitally "closing" 

patients' records from his/her access account. 

 

4.5.1 Data Base integrity  

The integrity of the BD2Decide DB will be ensured by a periodic verification of data present in the 

data bases. These verifications will be mandatory before data usage by models and big data 

analytics systems.  

Data preservation is ensured by the backup and restore procedures established for the project. 

 

4.5.2 Responsibilities and methods of verification  

Responsibilities and methods of verification have been described in 2.5.4, 3.4.2, 3.6 and in above 

paragraphs of the current document section. 

For data integrity, Data Managers appointed in each participating hospitals are in charge of this 

verification and must report any data inconsistencies to the relevant PIs. The PIs of each 

participating hospital will immediately activate the restore procedures, if relevant, and will inform 

technology partners of possible data corruption issues. 

 

4.6 BACKUP AND RECOVERY PROCEDURES 

It any partner notices data loss or unauthorized data use in any respect concerning the BD2Decide 

Project, he should directly inform the Coordinator and the Ethical Managers. Local discrepancies 

may be solved locally. General discrepancies should be solved collectively within the Ethical 

Board.  

Backups of data will be performed in each participating hospital as established by internal 

procedures. For the OpenClinica datasets, backups will be performed at least twice/month. Because 

patients' data are collected and stored at each hospital site, manual integration of missing data from 
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last backup will be possible. 

In particular for genomic data, a mirroring procedure has been established at INT to maintain a 

daily copy of raw data on a second NAS dedicated workstation. Copies of BAM files are stored at 

each hospital premises. 

 

4.6.1 Responsibili ties and methods of verification  

Each PI has to assure that the pseudonymization key is safely stored at only his institution. He has 

to take care of the patient´s data locally and reassure that the right and correctly attributed data is 

integrated into the BD2Decide system. The same is valid for imaging data and biologic samples. 

The local PI also has to reassure a regularly up-dated local backup system for the data so that no 

data loss should appear. As far as pseudonymized data, imaging or biologic samples are transferred 

from a Providing Partner to a Receiving Partner, the Receiving Partner is in duty to protect the 

commissioned data, imaging and sample as well as the obtained research results (raw data and 

processed data). The Receiving partner also has to provide a functional, regularly up-dated backup 

system. Third parties should never let unauthorized insight in or even transfer of BD2Decide 

attributed data. This point is even more to stress for data, commissioned of Providing Partners to 

Receiving Partners.  

For backups and restore procedures the following responsibilities are set: 

¶ Clinical partners (PIs) must maintain copies of patients' data in the hospital premises. 

¶ Data hosting partners (ATC for OpenClinica, partner to be defined for BD2Decide CDSS 

datasets) are responsible to establish periodic (at least weekly) backups and restore 

procedures. 

¶ INT is responsible to mirror genomic raw data. 

¶ MAASTRO and POLIMI are responsible to correctly associate radiomics data to the patient 

ID indicated in the diagnostic images used for radiomics features extraction and to provide 

copies of extracted data to each participating hospital. 

 

4.7 PATIENT'S WITHDRAWAL AND DATA ERASURE 

Each patient of the study can withdraw his participation at any time of the study without mentioning 

any reason for this. The local PIs, who are the sole to able to identify the pseudonymized patient´s 

data, should correspond it to the Coordinator and should make sure that the patient´s 

pseudonymized data and imaging are identified and executed from the BD2Decide data bank. Also 

the biological sample of the patient must be removed and destroyed as well as the extracted data 

(HPV, genomics). It must be reassured that the patient cannot have any disadvantage neither in 

clinical handling and treatment because of his withdrawal.  
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4.7.1 Responsibilities and methods of verification  

Responsibilities and methods of verification are described in 3.5 and are established in MTA and 

DTA.  The PIs of each participating hospitals must ensure that data and materials are destroyed. 

 

4.8 MANAGEMENT OF DATA AT THE END OF THE PROJECT  

Data, imaging and biological specimen are belonging and in the responsibility of the clinical 

centers, providing them. All clinical data, imaging and biological samples or data generated out of 

them (e.g. genetics) must only be used for the needs of the BD2Decide project. The data and 

materials might be maintained or be used for research after or beyond BD2Decide only on 

exception basis and upon specific written agreements between the two involved parties (Providing 

Partner and Receiving Partner). Here ethical aspects have to be respected and if necessary 

additional ethic approvals and/or informed patient´s consents must be obtained.  

The same is true for the use of clinical data, imaging and biologic materials and data generated by 

third parties. The coordinator should be informed of the use of data dedicated to the BD2Decide 

project and should get into contact with affected partners if necessary.  

If no additional agreements are taken, the pseudonymized clinical and pseudonymized, edited 

imaging data have to be saved for 10 years. Afterward both data sources should be erased. 

Biological samples should be destroyed after the project unless other agreements between the 

involved partners (Providing and Receiving partner) are confirmed.  

Ref. DTA and Ethics section 5 of DoA. 
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ANNEX A. TEMPLATE FOR INFORMED CONSENT AT PARTICIPATING 

HOSPITALS 

We propose here the ICF standard template used by INT, which has been adapted by other 

participating hospitals, according to the local requirements set by their Ethics Committees. 

 

Study name: A Prospective Observational Study for the Development and Validation of New 

Prognostic Models in Head and Neck Cancer Patients 

 

Principal investigator: Dr. Lisa Licitra, MD (PI of other hospitals) 

________________________________________________________________________________ 

Form n. 1 

 

STUDY INFORMATION FOR THE PATIENT  

 

 

This module will be delivered to you well in advance of your final decision, 

  It provides essential information on the investigational study that you are asked to participate. 

It is important that you read this information and that you discuss with your doctor 

before signing the consent to participation in the study 

(Form no. 2, "Informed Consent for Study Enrolment "). 

The patient may withdraw his consent at any time. 

 

 

Introduction  

The head & neck medical oncology department of the National Cancer Institute in Milan (this is 

replaced by the name of other hospitals) has promoted this study to identify clinical, radiological 

and biological factors that may influence patientôs prognosis in order to select subgroups of patients 

for the most appropriate treatment for maximize its benefits in the future. The identification of 

factors related to your clinical history, the treatments you have received, the detection of alterations 

of your genes and the characteristics of the microenvironment in which tumors grow might be a 

valuable aid to your doctors in order to better select patients who can benefit of anti-cancer 

treatments currently available. 

 

Involved population 

Eligible patients for this study suffer from locally advanced squamous cell carcinomas of the head 

and neck who are candidate to curative treatment with a combination of radiation, chemotherapy 

and surgery. 
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Study proposal 

The study aims to identify factors or combinations of factors related to tumor prognosis and 

response to treatment able to influence disease history. There are no benefits for you, but the 

scientific knowledge which will be derived from this research could help, in the near future, to 

improve and optimize the possibilities for cancer treatment. 

 

Personal data collection and biological samples 

The study aims to collect and analyze patientôs characteristics of the aforementioned population. 

Available data will be collected from medical records and all paper material and / or digital 

attachments of the clinical chart. Radiological information will be also collected.  

The study duration is not standardized since it will depend on the time required to complete the data 

collection.  

Cyto-histological samples from your archival tumor tissue already available will be simultaneously 

stored. These samples will be used to evaluate the biological characteristics of the tumor such as the 

presence of genetic alterations or viral infections related to malignant disease (eg. HPV infection).  

It will be assigned a serial number identifying these specimens and only the medical staff will be 

able to associate it with you. 

Participation in the study will produce no change in the current practice and also no additional 

diagnostic or monitoring procedure will be performed. 

You will be asked to fill in a questionnaire investigating your quality of life at the beginning of the 

study and one year later.  

The study will be conducted in accordance with the instructions contained in the 

"Recommendations to guide physicians in biomedical research involving human subjects", in 

accordance with the Helsinki Declaration of the World Medical Association and the rules of "Good 

Clinical Practice" issued by the European Union and transposed by the Italian Government. 

Your biological samples will be stored at the Fondazione IRCCS Istituto Nazionale dei Tumori in 

Milan and at the Department of Otolaryngology and Head and Neck Surgery of the District, VUmc 

Institute, in Amsterdam. 

The stored material, in compliance with the Italian Privacy Act, will be used exclusively for 

scientific research purposes, subject to the prior approval of the Ethics Committee of the National 

Cancer Institute of Milan (relevant Ethics Committee); it will never be used for profit and / or trade. 

Your personal data (age, sex, medical history, previous or recurrent infectious diseases, allergies, 

medications), to the exclusion of your name, and those related to the history of your disease (stage, 

histological type, treatments performed, progression dates and follow-up) will be collected, 

registered and linked to information related to your biological material. 

Sample collection and processing of your data will be made upon approval by the Ethics Committee 

only after you have read, understood and signed the Informed Consent Form. 

Every patient who agrees to participate must give their written consent to the study, while asking all 

the required explanations to the doctor in charge, in order to understand all needed information. 
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By signing this informed consent, you agree that researchers at the National Cancer Institute of 

Milan use anonymously your biological sample and your personal data for research purposes. 

 

Potential disadvantages 

Your participation in the study does not involve predictable side effects. 

Your participating is absolutely volunteer; at any time you have the ability to revoke your consent without 

providing explanations nor lose any rights. 

 

Insurance  

Given the observational nature of the study, the insurance policy provided by the Foundation ensures 

appropriate coverage, under current legislation. 

 

Safeguards to protect the patient participating in the clinical study 

This study was approved by the Independent Ethics Committee at the National Cancer Institute of 

Milan (other Ethics Committees of participating hospitals). 

Samples will be processed, stored and analyzed under the responsibility of: 

Dr. Silvana Canevari and Dr. Loris De Cecco, as regards of genomic analysis, at the Laboratory of 

S.S. Service Functional Genomics and bio-informatics, IRCCS Foundation, National Cancer 

Institute, via Venezian, 1 Milan. 

Dr. RH Brakenhoff, as regards the analysis to detect the presence of viral infections (HPV), at the 

Department of Otolaryngology and Head and Neck Surgery of the District, rm ZH 1 D 116, PO Box 

7057, 1007 MB Amsterdam. 

Your participation in the study is totally free. This means that you can freely decide not to 

participate in the study, therefore, not to sign this agreement, without affecting in any way the 

assistance you will receive at that institution.  

A copy of this information form and a copy of any Consent will be given to the patient who agrees 

to participate in the study. 

 

Information a nd expression of consent to the processing of personal data 

(Pursuant to Resolution 52 of 24/7/2008 Guidelines for processing of personal data in the context of 

clinical trials) 

 

Processing Controllers and Related Issues 

The National Cancer Institute in Milan (other participating hospital) will process your personal data, 

particularly those on health, and only to the extent that are essential to the objective of the study solely on 

the basis of the realization of the study. 

The updated list of those responsible for processing the data of patients participating in the study and all 

subjects who treat them - including analytical laboratories - is available and at your request, the doctor 

responsible of the study will  provide it to you. 
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Nature of the data 

The researcher involved in the study will identify you with a code: the data relating to you collected 

during the study (eg. date of birth, gender, your weight and your height etc, with the exception of 

your name), will be recorded, processed and stored together with this code. Only doctors and 

authorized entities will be allowed to link this code to your name. 

 

Methods of data elaboration 

The data, processed using electronic tools, will be disclosed only in strictly anonymous form, such 

as through scientific papers, statistics and scientific conferences. Your participation in the study 

implies that, in accordance with legislation on clinical trials of medicinal products, the personnel 

involved in the study, the Ethics Committee and the Italian and foreign health authorities will know 

the data that concern you, also those included in yours original clinical documentations, in such a 

way as to guarantee the confidentiality of your identity. 

 

Exercise of your rights 

You may exercise the rights under Art. 7 of the Code (eg. Access to your personal data, integrate, 

update, correct and object to their treatment for legitimate reasons, etc.) Applying directly to the 

Ethics Committee of the National Cancer Institute in Milan (other participating hospital). 

You may withdraw your participation from the study at any time and without giving any reason: in 

this case, the biological samples related to you will be destroyed. No further data will be also 

collected; those data already collected will be used without altering the study results. 

By providing your written consent, you authorize those who are involved in the study (medical 

staff, data managers, statisticians, inspection staff of regulatory bodies and those enabled by the 

study protocol and / or by the current regulations) to manage your biological samples and health 

information for the purposes of the study.  

Any information about yourself will be published only in anonymous form, carefully and rigorously 

avoiding any details that might in some way allow third parties to trace your identity. Moreover, 

your data will be conserved in accordance with the security measures provided by the Code. 

 

National Cancer Institute Milan IRCCS foundation protocol number: Prot. INT 65/16 -66/16 (other 

reference protocol for other participating hospitals). 

 

Form n. 2 

 

Study name:  A Retrospective Observational Study for the Development and Validation of New 

Prognostic Models in Head and Neck Cancer Patients 

 

Principal investigator: Dr. Lisa Licitra, MD (other PI for other participating hospital) 
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INFORMED CONSENT FOR STUDY ENROLMENT  

  

This form must be signed by you only if you decide to participate to the study. 

It is important that you have thoroughly discussed with your doctor before signing this consent.  

 

The patient may withdraw his consent at any time. 

 

I declare that I have been fully informed about the aforementioned clinical trial, that I have read the 

Study information for the Patient form  

oné../é../ééé. 

 

I got a copy for my records, and I have discussed adequately with my Doctors involved in this 

study,  

on é../é../ééé.  

 

at ééééééééééééééééééééééééééééééééééé..; 

 

2) I declare to be aware of the advantages and potential disadvantages linked to the object of the 

study;  

 

3) I give my free and informed consent to take part in the aforementioned clinical trial; 

 

4) I authorize the collection, storage and use of biological samples as previously detailed;  

 

5) I authorize, for the purpose of this clinical study, the management of data regarding myself, in 

printed and electronic form, in compliance with current regulations, according to, among other 

things, of Italian Legislative Decree no. 196/2003 and subsequent amendments to complement the 

consent I have already subscribed to the processing of sensitive data at the Istituto Nazionale 

Tumori in Milan; 

 

Ǐ  I authorize                  

Ǐ  I do not authorize 

 

to provide to my general practitioner, 

 

dr. ..................................................................... ... ......... 
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news about my participation in this clinical study. 

 

Signature of Patient ......................... 

Name of the Patient  ....................                

Date: ... ../ ... ../ .......... 

 

 

Signature of the Legal Representative or Guardian ....... ............................... ......... 

(if appropriate)  

 

Name. ................................................ 

 

Date: ... ../ ... ../ .......... 

 

 

Signature of Witness) ........................................ ......... 

(if appropriate 

Name. ......... ....................................... 

 

Date: ... ../ ... ../ .......... 

 

 

Signature of Witness........................................ ......... 

(if appropriate) 

 Name. ......... ....................................... 

 

Date: ... ../ ... ../ .......... 

 

 

 

Researcher signature   ........................................ ......... 

 

Name. ......... ....................................... 

 

Date: ... ../ ... ../ ..........  
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ICF by UDUS 
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Frau Sabine Eschenbruch 
 Tel: (0211) 81-17570 
 Fax: (0211) 81-18880 
Eschenbruch@med.uni-duesseldorf.de 
 

Frau Beate Wuttke/Privatambulanz 
 Tel: (0211) 81-17571 
 Fax: (0211) 81-18880 
Beate.Wuttke@med.uni-duesseldorf.de 
 

Stellv. Direktor der Klinik 
Prof.  Dr. med. T. Klenzner 
 

Sekretariat 
Herr Patrick Dillmann 
 Tel: (0211) 81-17576 
 Fax: (0211) 81-04583 
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Priv.-Doz. Dr. med. M. Wagenmann 
 
Oberärzte 
Frau Dr. med. A. Borrmann 
Frau Priv.-Doz. Dr. med. I. Ganzer  
Dr. med. J. Kristin 
Dr. med. F. Knapp  
Dr. med. C. Plettenberg 
Frau Dr. med. K. Scheckenbach  
 

Hörzentrum Düsseldorf 
Ärztliche Leitung: 
Prof. Dr. med. T. Klenzner 
 
Rhinologie, Allergologie,  
Endoskopische Schädelbasischirurgie 
Priv.-Doz. Dr. med. M. Wagenmann 
 
Funktionell plastische und 
rekonstruktive Kopf-Hals-Chirurgie 
Frau Dr. med. A. Borrmann 
Dr. med. F. Knapp  
 
Forschungslabor 
Priv.-Doz. Dr. med. M. Wagenmann 
  
 
 
 
 
 
 

Sprechstunden 
nach Terminvergabe: 
Poliklinik/Spezialsprechstunden 
 Tel: (0211) 81-19638 
Privatsprechstunde 
 Tel: (0211) 81-17571 
Hörzentrum 
 Tel: (0211) 81-17576 
     Hörzentrum@med.uni-duesseldorf.de 
     Fax: (0211) 81-04583 
 

 

Stationen 
HNA2:    Tel: (0211) 81-17579 
           Fax: (0211) 81-19572 
HNA3:    Tel: (0211) 81-17580 
           Fax: (0211) 81-19573 
 

Poliklinik:Tel: (0211) 81-17582 
           Fax: (0211) 81-19134 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Webseiten der Klinik 

 
 

Patienteninformation 
 
 
Sehr geehrte Patientin, sehr geehrter Patient! 
 
Sie werden gegenwärtig als Patient der Hals-, Nasen- und Ohrenklinik 
(HNO-Klinik) am Uniklinikum Düsseldorf ärztlich behandelt. Das Uniklinikum 
Düsseldorf betreibt eine Biobank an der der Fachbereich HNO-Klinik 
beteiligt ist. Bei dieser Biobank handelt es sich um eine Sammlung von 
menschlichen Biomaterialien wie Blut, Urin oder Gewebe, verknüpft mit 
ausgewählten medizinischen Daten. Die Hals-Nasen- und Ohrenklinik bildet 
einen fachspezifischen Anteil dieser Biobank.  
 
Die Untersuchung von menschlichen Biomaterialien und die Analyse der 
daraus gewonnenen oder zu gewinnenden Daten sind zu einem wichtigen 
Instrument medizinischer Forschung geworden. Deshalb fragen wir unsere 
Patienten und daher auch Sie, ob sie bereit sind, uns bestimmte 
Körpermaterialien und Daten für die Forschung zur Verfügung zu stellen. 
Ihre Teilnahme ist völlig freiwillig. Soweit Sie sich nicht beteiligen 
möchten oder Ihre Zustimmung später widerrufen möchten, 
erwachsen Ihnen daraus keine Nachteile. 
 
Im Folgenden informieren wir Sie über die Ziele der Biobank des 
Uniklinikums Düsseldorf (Fachbereich HNO-Klinik), die Verfahrensweisen 
und die Maßnahmen zum Schutz Ihrer personenbezogenen Daten, damit 
Sie sich auf dieser Grundlage Ihre eigene Meinung bilden und eine 
Entscheidung treffen können. 
Sollte Ihnen etwas unklar sein, fragen Sie bitte Ihren behandelnden Arzt 
bzw. Ihren Studienarzt, bevor Sie Ihre Zustimmung erteilen. Sie können 
sich wegen Rückfragen auch zu einem späteren Zeitpunkt an jeden Arzt 
der HNO-Klinik wenden. 
 
1. Ziele der Biobank 
Die Biobank des Uniklinikums Düsseldorf (Fachbereich HNO-Klinik) dient  
der Förderung medizinischer Forschung. In der Biobank werden 
Biomaterialien und ausgewählte Daten langfristig aufbewahrt und für die 
Forschung zur Verfügung gestellt, um die Vorbeugung, Erkennung und 
Behandlung von Erkrankungen zu verbessern. Innerhalb der HNO-Klinik 
beschäftigen wir uns in unterschiedlichen Arbeitsgruppen im Speziellen mit 
der Entstehung, Verbreitung und Behandlung von Tumoren und 
Entzündungen im Kopf-Hals-Bereich sowie, immunologischen Reaktionen 
und Möglichkeiten der Gewebemodulation im Kopf-Hals-Bereich. 
Ausserdem wird die genetische Veranlagung zur Ausbildung von 
Erkrankungen im Kopf-Hals-Bereich, wie z.B. Tumoren, Entzündungen 
(Allergie, Nasennebenhöhlenentzündungen) oder Hörstörungen untersucht.  
 
2. Um welche Art von Biomaterialien und Daten handelt es sich? 
 
Bei dem Biomaterial handelt es sich um Gewebe und Körperflüssigkeiten, 
die im Laufe Ihres derzeitigen Krankenhausaufenthaltes zum Zweck der 
Untersuchung/Behandlung entnommen, dafür jedoch nicht mehr benötigt 
werden und daher ansonsten vernichtet würden.  
Hinzu kommen Blutproben (bis zu 20 ml), Schleimhautabstriche des oberen 
Luft-Atemtraktes und Sekretproben aus der Nase, den Nasennebenhöhlen 
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ANNEX B. ETHICS COMMITTEES APPROVALS 

The clinical study approvals have been acquired for retrospective and prospective studies in the 

following participating hospitals: 

BD2Decide Hospital Retrospective study Prospective study 

AOP Ethics Committee Parma 

12/04/2016. Resolution n. 7/16 

Prot. n. 12532 08/0472016 

Ethics Committee Parma 

12/04/2016. Resolution n. 7/16 

Prot. n. 12534 08/0472016 

INT  Ethics Committee Istituto 

Nazionale dei Tumori Milano, 

22/03/2016. Study N. INT 

66/16 

Ethics Committee Istituto 

Nazionale dei Tumori Milano, 

22/03/2016. Study N. INT 

65/16 

UDUS Included in Ethics Committee 

Düsseldorf 22/04/2016 and 

11.07.2016 Resolution n. 

RH/NM 2016-09 UDUS Nr. 

5591 and 5472  

Ethics Committee Dusseldorf 

22/04/2016. Resolution n. 

RH/NM 2016-09; UDUS-Nr. 

5472 

MAASTRO  Outcome Prediction in 

Head&Neck Cancer Patients 

After Radiotherapy Patients 

(OutcomeH&N), 

ClinicalTrials.gov Identifier: 

NCT01985984 

The Head and Neck Tumor 

Biobank, ClinicalTrials.gov 

Identifier: NCT01644786 

Ethics Committee Maastro 

03/05/2016. Resolution n. 5472 

VUmc Not required, already achieved 

for previous studies according 

to National Ethics Regulations 

Not applicable. VUmc does not 

perform prospective study. 
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AOP  
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INT  
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